
Mail Filter Container Design
Configurations to consider: Filtered, Direct or Hosted

Configuration Elements:

Type Sample
Value

Notes/Info

Internal
networks

  For internal networks, we will relay to upstream SMTP. How should we set this config value?

Upstream
SMTP

  This could be the company ISP, or an authenticated SMTP service such as mandrill app. SPF record should be
checked/set for any upstream SMTP used for from domain (manual check). How should we set upstream config
value? e.g. server, and optional user/pass? or some other way?



Accepted
Domain
List

  The domains we accept email for (forwarded to primary mail server).

Relay
Domain
Destination

  Where to send email for accepted domain list to (the on premise exchange server).

 

Option 0: Transport Rule on Exchange Server to Route all mails via

Postfix smarthost

(Inbound: Internet–>Postfix–>Exchange–>Deliver to Mailbox)
(Outbound-Internal Emails: Client–>Exchange–>Postfix–>Exchange–>Delivered to Mailbox)

(Outbound-External Emails: Client–>Exchange–>Postfix–>Internet)

Example of Transport Rule in Exchange (Command line OR GUI Admin Console )



Example of Send Connector in Exchange



Option1: Transport Rule on Exchange Server for both Incoming and

Outgoing Mails

(Inbound: Internet–>Exchange (&&Bcc–>Postfix)–>Deliver to Mailbox)
(Outbound: Client–>Exchange (&& Bcc–>Postfix)–> Internet)



Example of Transport Rule in Exchange



 

Example of Send Connector in Exchange



 

Option2: Transport Rule on Exchange Server for only Outgoing Mails

(Inbound: Internet–>Postfix–>Exchange–>Deliver to Mailbox)
(Outbound: Client–>Exchange (&& Bcc–>Postfix)–>Internet)

 



Example of Transport Rule in Exchange

 

Example of Send Connector in Exchange
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