Office365-Nuxeo(Postfix) Setup

Sunday, April 19, 2015 10:05 PM

Inbound Connector :( Mail Flow--> Connectors) - To Accept Incoming Mails from
Nuxeo( Postfix)

incoming
» general
) *Marme:
SECUN . -
b incoring
sope #| Enable inbound connector
Connector Type
Specify the source of the inbound mail to the service,
& Partrier
On-premises
Retain service headers on transmission
Cormment:
incoming
general
- Connection Security
P sECUN Ty Specify the security connectivity requirements,
sCope ®  Cpportunistic TLS

Force TLS

Darmain Restrictions
Specify any dornain restrickions associated with incorming messages,

* MNone
Restrict domains by certificate

Restrict dornains by IP addresses

*Certificate:
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INcoming

general
security

P sCOpE

scope
Specify the inbound dornains and 1P addresses that should be applied to this connectar,

*Sender domains:

+ /-
]

*Sender IP addresses:

+ /-

Associated accepted domains:

-+ -

save | |

Outbound Connector :( Mail Flow--> Connectors) - To Route outgoing emails through

Nuxeo(Postfix)
OutboundRelay-Nuxeo

»eneral
security
delivery
scope

*Mame:
|Outh0undRe|ay-Nuxeo

|#| Enable outbound connector

Connectar Type
Specify the destination of the outbound rmail from the service,

(® Partner

) On-premises
Retain service headers on transmission

Cormiment:
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OutboundRelay-MNuxeo

general
- Connection Security
P securty Specify the security connectivity requirernents,
delivery (® Dpportunistic TLS
scope ) Self-signed certificate

() Trusted certification authaority (CA)

) Recipient certificate ratches domain
*Certificate dormain:

CutboundRelay-Muxeo

general
) Cutbound Delivery
secunty Specify where the outbound mail should be delivered.
» delivery ) WX record associated with the recipient domain
scope ®  Route mail through smart hosts
+ /-
SMART HOST

pinuxen.cloudapp.net

QutboundRelay-MNuxeo

general
) scope
securty || Use for Criteria Based Routing (CER)
delivery
» scope Route all accepted dornains thraugh this connector

*Recipient darnains:
Specify the outbound dormains that should be applied to this connector,

+ /-

Content Filtering :( Protection--> Connection Filter) - To Accept Incoming Mails from

Nuxeo(Postfix)
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Default

general o
connection filtering

IP &llowy list
Alwvays accept ressages from the following IP addresses.

+ /-

Allowwed [P Address

TO37.88 224

»iconnechion filtering

IP Block list
Alivays block messages from the following 1P addresses,

=+

Blocked IP Address

Office 365 IP Address Range - To Add to Nuxeo(Postfix) to accept and relay mails from Office
365

https://technet.microsoft.com/library/dn163583%28v=exchg.150%29.aspx?f=255&MSPPError=2147217396

MX Record Configuration : Mail Flow

- MX s pointing to Nuxeo (Postfix)

- Postfix is configured to relay emails of domain timecertified.biz to Office 365

- Office 365 is configured to send Outgoing emails through Smart Host Nuxeo (Postfix) and
Postfix is configured to accept emails from Office 365 for Relay and will send further by
connecting recipient's email server

Postfix Setup (Relay @timecertified.biz directly to Office 365 using Transport maps):
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https://technet.microsoft.com/library/dn163583%28v=exchg.150%29.aspx?f=255&MSPPError=-2147217396

defer unauth destination
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